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Objectives

In 2003, the Department of Defense established the Financial Readiness Campaign to

give Service Members and their Families a chance to learn more about personal

finances and to encourage them to better manage their money. The Better Business 

Bureau was one of those partners.

This workshop was developed in support of the Financial Readiness Campaign to

provide reliable consumer information for our Military Members and their Families.



This workshop will cover 7 major topics:

1. Planning, Budgeting and Saving

2. Understanding and Using Credit Wisely

3. Wise Car-Buying

4. Savvy On-line Shopping

5. Mortgage Hints

6. Avoiding Identity Theft

7. Wise Giving

You will learn about important resources that can help you make educated

decisions about what you do with your money.

You may not walk away as an expert in these matters but you will know 

where to turn for reliable information.



Planning, Budgeting, Saving 

Importance of Having a Financial Strategy 

Most experts suggest you have 3-6 months of cash reserves (this is no easy task!) in 

place in the event of a financial crisis such as the loss of your job, a health issue, divorce, 

or natural disaster not covered by insurance. Even a car repair can derail you pretty easily. 

You have got to have a plan. 



QUIZ

If you are deployed to a combat zone, the government offers 

you a special savings account that earns you 10% interest.

True

or 

False

There is a Savings Deposit Program (SDP)

Planning, Budgeting, Saving 



What are some things you can do?

Å Pay yourself first. Consider yourself a bill that you are 

responsible for paying every month.

Å Thrift Savings Plan (TSP) is an excellent way to save for 

the future. You contribute pre-taxed dollars and lower 

your taxable income (this is basically like a 401kða 

retirement plan for Service Personnel). 

Å Savings Deposit Program (SDP) This is a great 

opportunity if you get deployed.  There is no minimum 

amount, but you are limited to the amount of your 

paycheck per month up to $10,000. You cannot start 

contributing until you are actually there.

Å Investments: Stocks, real estate, CDôs The point here is 

to have a planéa financial strategy because most people 

are living beyond their means.

Planning, Budgeting, Saving 



Why do people live beyond their means? Itôs a REAL 

problem that can lead to debt.

1. Need vs. Want.  Usually things they cannot afford (fancy tires for their car, 

the latest cell phone and the latest electronic gadget).

2. IMPULSE PURCHASESðthis is reactive and instantly gratifying but often a 

mistake. 

3. They do not make enough money to actually afford necessities.

Planning, Budgeting, Saving 



DEBThas a real negative impacté..any ideas on how this can impact 

someone?

1. Stress and depression are common side effects.

2. Morale is compromised.

3. Judgment. A desperate situation may lead to criminal acts (fraud, shoplifting, ID 

theft). Marriages may fall apart because of the financial stress.

4. Military readiness may also be compromised.

Some people are only a pay period away from bankruptcy. That means they are relying 

totally on their monthly paycheck to pay their responsibilities.

If you are living paycheck to paycheck, avoid the temptation of a payday loan even though 

it offers fast cash. The loan fee is excessive and the cycle of debt is perpetuated. 

If youôve made the mistake of taking out a pay day 

loan, contact the Division of Banking and Financial 

Institutions at www.banking.mt.gov or (406) 841-2920.

There are laws to protect you.

Planning, Budgeting, Saving 

http://www.banking.mt.gov/


What are you saving for? A vacation, car, grad school, or a 

wedding? We are not saying you have to live in a state of 

deprivation, but if you reduce unnecessary spending and make 

wise decisions, you can meet your goals.

Planning, Budgeting, Saving 



QUIZ

Advanced fee credit cards are a good way for people with 

bad credit to obtain a credit card?

True

Or

False

No! They first hit you with numerous fees and you cannot use 

them like a Visa or MasterCard ïonly purchases from the card-

issuers own catalog. They also ask for your bank information and 

many people have had money taken out of their account.

Understanding and Using Credit Wisely



Understanding and Using Credit Wisely

Understanding and Using Credit Wisely

Do you all have credit cards? Most of us doé.they are pretty necessary and they can 

make life much easier (as well as provide certain consumer protections). But thereôs a 

serious dark side. Miss a payment or make a late payment and what happens? Your APR 

goes up and they will still most likely keep increasing your available credit.

We are all paying somewhere along the dramatic range of 0-33%.



A few interesting things about credit that you may not know:

1. Your signature on an application is a promise to pay.

2. You can be sued if you falsify information on credit application.

3. Underage liability falls on the parents.

4. Joint accounts have joint liability; accounts in one name are only the 

responsibility of that individual.

5. Age of user varies by state - typically 18 years old.

6. Average household debt in US is $9,000.

.

Understanding and Using Credit Wisely



Who monitors your credit? 

ÅCredit Reporting Agencies- companies monitor and report on the credit 

histories of individual consumers.

Why?

ÅThey let businesses know whether or not you are credit-worthy based on 

your credit history of how you paid your bills.

Understanding and Using Credit Wisely



QUIZ

Where can you get your credit report?

From one of the following three credit reporting agencies:

1. Experian

2. TransUnion

3. Equifax

You can get a free credit report each year from each of the three agencies 

at www.annualcreditreport.com. 

Be careful not to use other sites that sound similar; they will likely charge 

you for the report. 

Understanding and Using Credit Wisely

http://www.annualcreditreport.com/


What information is in a credit report?

Åname & address

Åbill-paying history

Åthe number and type of accounts you have

Ålate payments

Åcollection actions

Åoutstanding debt

Åwhen account was opened

Understanding and Using Credit Wisely



What information is NOT in a credit report?

Årace

Ågender

Åbank account balances (itôs not about what assets you have, but rather how 

responsibly you manage the credit you are given)

Åmarital status

Ånational origin

Åreligion

Åage (although this can be taken into consideration by creditors)

Where does the information on the report come from?

ÅApplications you make for credit

Understanding and Using Credit Wisely



Understanding and Using Credit Wisely

What factors determine your credit score? (i.e. credit worthiness)

ÅPayment history/outstanding debt

ÅLength of credit history

ÅInquiries (new credit applications)

ÅNumber and types of credit



What do you know about the credit score?

ÅHigher is better (680-850 in the most common scoring system); below 550 is 

poor

ÅCredit bureaus use various scoring systems depending on the type of loan

ÅLenders will also develop their own score based on your credit report

Å35% based on payment history

Å30% based on level of outstanding debt

Understanding and Using Credit Wisely



QUIZ

Where do you get your credit score?

You can get your score from the credit reporting agencies 

for a fee. It is not included in your free annual credit report.

Understanding and Using Credit Wisely



What lowers your score?

ÅLate or missed payments

ÅToo many credit cards/high debt-to-income ratio

ÅClosing old and opening new accounts (0% interest balance transfers) 

(CARD HOPPING can catch up with you!)

ÅUsing more than 50% of available credit

ÅInsufficient credit ïno cards or debt

What raises your score?

ÅDemonstrating wise use of credit

ÅPaying on time

ÅKeeping a reasonable debt-to-income ratio

Understanding and Using Credit Wisely



What are disadvantages of having a poor credit rating?

ÅInterest rates for those with poor credit are higher.

ÅYou can be denied credit (auto loans, mortgage, college tuition loan).

ÅYou can be denied rental of an apartment.

ÅYou can be denied a job and in particular, a security clearance that may bar you 

from many military jobs, bank jobs or others requiring a security clearance.

Understanding and Using Credit Wisely



How do you fix your bad credit? - There are no quick fixes.

Do NOT pay someone who says they can repair your bad 

credit.

ÅDo make sure your credit report is free of errors. Notify the credit bureaus if 

you find any errors so they can be corrected.

ÅGo to your on-post Community Services Office for referrals. (Family 

Service Center for Navy)

ÅAER = Army Emergency Relief, Navy/Marine Corps Relief Society - can offer 

a temporary loan or help you coordinate a payment plan that will gradually 

improve your credit rating.

ÅMilitary OneSource (www.MilitaryOneSource.com) is a great resource for 

money management information.

Understanding and Using Credit Wisely



Understanding and Using Credit Wisely

Protect your credit when deployed:

To place a security freeze on your credit files, you must write to each of the three credit 

bureaus.

ÅProvide identifying information including, at a minimum, your name, address and Social 

Security number.

Å Pay the $3 security freeze fee by check or credit card, unless you are an identity theft 

victim. If you are a victim, provide a copy of the police report of identity theft.

ÅFor a security freeze to be effective for married couples, both spouses have to freeze 

their separate credit files, via separate letters requesting the freeze. The total cost for a 

couple is $3 x 3 credit bureaus x 2 people = $18.

Equifax Security Freeze - P.O. Box 105788, Atlanta, GA 30348 - (800) 525-6285

Experian Security Freeze - P.O. Box 9554, Allen, TX 75013 - (888) EXPERIAN (397-3742)

TransUnion Security Freeze - P.O. Box 6790, Fullerton, CA 92834-6790- (800) 680-7289



Understanding and Using Credit Wisely

When to lift a credit freeze:

To open a new credit account, take out a new loan or allow a background check, consumers 

need to temporarily lift the security freeze on their credit files. It can be lifted for a specific 

period of time or for a specific creditor.

ÅContact each of the credit bureaus by phone and use your Personal Identification 

Number (PIN).

Å Specify whether you want to temporarily lift the freeze for a specific date range or 

creditor.

ÅPay the $3 lift fee to each credit bureau.

* Your credit can still be seen by: landlord, employers, insurance companies, cell phone 

companies.



Understanding and Using Credit Wisely

Soldiers and Sailors Civil Relief Act

If your military obligation has affected your ability to pay on financial obligations such as 

credit cards, loans, mortgages, etc., you can have your interest rate capped at 6% for the 

duration of your military obligation.

ÅDebts must have been incurred prior to you coming on active duty. 

Å Must be on active duty at the time of the request, and your military career must have 

materially affected your ability to pay on the debt. (Does not apply to federally guaranteed 

student loans.)

ÅContact your creditor (in writing) and request that your interest rate be reduced to 6% 

according to the provisions of the SSCRA.

For more information visit:  www.usmilitary.about.com.  Search for SSCRA.  

http://www.usmilitary.about.com/


QUESTIONS

COMMENTS



1. Gather every financial statement you canïanything that 

involves a source of income or expense.

2. Record all your sources of income ïuse your net income 

or take home pay.

3. Create a list of monthly expenses ïwrite down everything

you expect to incur in a month.

Mortgage Entertainment

Car Dry Cleaning

Insurance Retirement/savings

Groceries Beauty

Utilities Credit Card payments

HOW TO DEVELOP A BUDGET



4. Break expenses into two categories:  fixed and variable.

Fixed ïstay relatively the same and are the required parts 

of your way of living. (Rent/mortgage, utilities, etc.)

Variable ïchange from month to month (groceries, gas, 

entertainment, gifts, etc.)

5. Total your monthly income and monthly expenses. If 

your income is more than expenses, then youôre doing 

good!  If your expenses are more than your income, then 

you need to look at variable expenses to see what you can 

cut.

6. Review your budget monthly to make sure youôre staying   

on track. Compare actual expenses to what

you had budgeted and then make adjustments.

HOW TO DEVELOP A BUDGET



HOW TO DEVELOP A BUDGET

CATEGORY BUDGET AMOUNT ACTUAL AMOUNT DIFFERENCE

INCOMEïwages, bonuses, investment 

income

EXPENSESïHome: mortgage/rent, 

insurance, property taxes, repairs

EXPENSESïUtilities: electricity, water,

sewer, natural gas, telephone

EXPENSESïFood: groceries, eating out

EXPENSESïFamily: child support, day 

care, babysitting

EXPENSESïHealth/medical: medical, 

dental or vision insurance, co-pays, fitness

EXPENSESïTransportation: car pmt, gas, 

repairs, maintenance, insurance, bus

EXPENSESïDebt payments: credit cards, 

student loans, other loans

EXPENSES - Entertainment: cable, 

vacations, subscriptions, hobbies

EXPENSESïPets: food, vet, grooming

EXPENSESïOther: clothing, gifts, beauty

EXPENSES ïInvestment/Saving: 401K, etc.

TOTAL INCOME MINUS EXPENSES



HOW TO DEVELOP A BUDGET

Web Sites to help with budgeting:

BUILD A BUDGET WORKSHEET

www.frugalliving.about.com/library/pdfs/BudgetWorksheet.pdf

MONTHLY SPENDING WORKSHEET

http://frugalliving.about.com/od/moneymanagement/a/Month_Spending.

htm

http://www.frugalliving.about.com/library/pdfs/BudgetWorksheet.pdf
http://frugalliving.about.com/od/moneymanagement/a/Month_Spending.htm
http://frugalliving.about.com/od/moneymanagement/a/Month_Spending.htm
http://frugalliving.about.com/od/moneymanagement/a/Month_Spending.htm


WHAT IF I HAVE MORE MONTH THAN MONEY?

Cut expenses ïsee where you can cut back. Look at where most of 

your money goes. 

Å Make coffee at home instead of stopping at Starbucks.

One $4 latte a week = $208/year 

Å Wait for the movie to come out on video and make popcorn.

$28/couple at movie vs. $3 rental. Once a month saves $300/year.

Å Either bring a pop from home or stop drinking it. 

$1 a workday = $260/year!

Å Take a lunch instead of eating out. Twice a week at 

$7 per meal is $728 a year! (And who knows how 

many calories!)

HOW TO DEVELOP A BUDGET



QUESTIONS

COMMENTS



A car is one of the biggest purchases youôll ever make. The 

more you know about buying a car, the better deal you can 

get. 

Check with www.military.bbb.org to find a reputable business.

Wise Car-Buying

http://www.military.bbb.org/


How will you choose which car to buy? - Things to think 

about:

ÅWho is this car for? (Soccer mom? Long commuter? Weekend warrior?)

ÅWhat are your typical driving patterns? (City rush hour? Highway trips? Off-

roading?)

Å How many people/how much stuff will need to fit in the car? (2-door? Truck?)

ÅHowôs the weather? (A convertible is less practical in Seattle than Miami!)

Å How long do you plan to own it?

Do your Homework:

ÅAsk your friends about their experiences and recommendations.

Å Use the internet or your local library.

Å Consumer-oriented websites like edmunds.com, and J.D. Power Consumer 

Center (jdpower.com) can help you compare cars, features, price, etc.

Wise Car-Buying



If purchasing a new car, remember:

Cars depreciate 9% the minute you drive them off the lot!

After 5 years your 

new car will 

depreciate 40%

Wise Car-Buying

1st 2nd 3rd 4th 5th 

value 29,873 27,314 24,186 20,579 17,406
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Consider a used car ïfood for thought:

ÅYou may be able to afford a nicer model of a used car than a new one.

ÅGet the vehicle history for peace of mind BEFORE you buy (this may cost a 

fee, but itôs worth it!) Get the VIN (Vehicle Identification Number) and go to 

CARFAX.com or National Automotive Dealers Association Official Used Car 

Guide (nadaguides.com) for a vehicle history report.

ÅConsider paying someone to do a pre-inspection to check for any hidden 

damage (flood damage, odometer tampering, etc.).

ÅMake sure the title is clean and the car has not 

been totaled, damaged, and/or has a lien. 

ÅAsk for the report signed by a mechanic when buying

a ñcertified used carò.

ÅCheaper to insure.

Wise Car-Buying



Some factors are negotiable! What might some of those be?

ÅExtended warranty

ÅAdd-on features (nicer wheels, sun-roof, detailing)

ÅRust-proofing or undercoating

ÅThe trade-in value of your car. Look this up BEFORE you ever discuss it. 

Kelley Blue Book (kbb.com) and NADA (nadaguides.com) are good 

resources.

Non-negotiable:

ÅDelivery Fee

ÅState sales taxes (if applicable)

Wise Car-Buying

http://www.nadaguides.com/


Tips on Extended Warranties:

Å Refer to your original vehicle documents. Read over your original 

documentation to see how and where an extended vehicle warranty can be 

purchased. 

Å Start with your car dealer. Consumers interested in extended warranties 

should contact the dealer where they purchased the vehicle if they want to buy 

an extended warranty. 

Å Check with the BBB. Do a search at www.bbb.org to check the companyôs 

reliability report.

Å Be suspicious of low prices. Purchasing an extended warranty can cost 

anywhere from $2000 to $3000. It is a red flag when a five-year warranty is 

sold for only $175. 

Å Check to see if the warranty provider is licensed. Extended Warranty 

contracts on vehicles are considered to be insurance and are regulated under 

the Insurance Act. 

Wise Car-Buying



To Lease or Not to Leaseé. That is the Question

Wise Car-Buying

PROS CONS

Lower or no down payment Vague definitions ïmany leases charge 

for ñadditional mileageò  or ñexcessive 

wear and tearò but they may not be 

clearly defined

Always a new car ïcan drive for a few 

years, then return it for a new car; also 

always under warranty

Early termination fee ïthey can be 

excessive so read the lease carefully

No negative equity ïso youôll never be 

in a position where you owe more than 

the vehicle is worth

No customization ïnot allowed to alter

the vehicle in a permanent way

Generally never have to pay for repairs, 

unless you caused the damage

Payments forever ïleasing is like 

renting, so you never own the car and 

youôll have a monthly payment as long 

as you have a lease



QUIZ

When buying a car, if you have a trade-in, you should negotiate that 

separately after you and the dealer have settled on the price of your 

new car?

True

Separately negotiate the value of your trade in after you have 

negotiated the price of your car.  In fact, donôt even mention you have 

a trade in until the purchase price is finalized.

Wise Car-Buying



Buying a car is more than a monthly payment.

What else do you need to consider?

ÅTaxes, fees, inspections, registration, and gas costs add up!

ÅMaintenance - Plan for routine care and unexpected damage costs.

ÅInsurance ïshop around for insurance before you buy a car.

Wise Car-Buying



QUIZ

What factors might lower your insurance?

Survey sayséé

ÅSafety features (anti-lock brakes, daytime running lights, airbags)

ÅYour driving habits (low annual mileage)

ÅYour driving history (no accidents or moving violations in last 3 years)

ÅAge (your age and/or the age of the car)

ÅHigher deductibles

ÅStudents with good grades

ÅMultiple policies with same company (auto/homeowners policy)

ÅDriving courses

There is no such thing as a ñno alcohol pledgeò to lower insurance!

Wise Car-Buying



Financing

Dealerships often offer financing, but so do banks and credit unions. Dealers will often 

ask you ñhow much do you want your monthly payment to be?ò This is something you 

should be able to answer for yourself, but NEVER tell the dealer.

Shop around for financing BEFORE you go to a dealership to know what your total 

payments should be.

Å Determine how much you can afford (including the cost of insurance, registration, 

taxes, etc.)

ÅShop around with various lenders so you have several options.

Å Consider a shorter loan for a lower total cost.

Å Pre-approval ïGetting pre-approved before you buy can help you stick with your 

budget.

Å Know your ñcreditworthinessò ïGet your free credit report to see what the lenders 

see when they determine the type of loan you may receive.

Wise Car-Buying



The truth about 0% financing:

ü The fine print will be so many exclusions that few will ever walk away from the 

dealership with these great deals. 

ü Dealers typically only offer the 0% percent car financing option on select 

vehicles on their lot.

ü You can't have a rebate and 0% car financing.

Wise Car-Buying

Loan A Loan B

Loan Amount $20,000 $20,000

Term 36 months 60 months

Interest Rate 0% 5.9%

Payment $555 $385

There is a significant increase in your monthly payment with zero percent car 

financing versus a traditional car loan. For many borrowers, it's worth paying 

interest to keep the car payment reasonable.



But I want it now! Why should I hold off?

ÅConsider waiting until the end of the month, or the end of a model year for better 

deals.

ÅGet a copy of your contract in writing before you sign. Take it to your Legal 

Office for review. (If they donôt give it to you, itôs a red flag!)

ÅDonôt drive away before everything is FINAL. You could be scammed into paying 

more, or even being forced to return the car!

ÅIf youôve been shopping in the evening, come back in the daytime and inspect 

your car from top to bottom before driving off the lot.

ÅDonôt be pressured! Walk away if the salesman says, 

ñThis offer is only good today.ò This is a typical 

ñscare tactic.ò

Wise Car-Buying



Things to consider when deciding where to buy a car:

New Dealership:

Å Typically offer Certified Used Cars ïa certified mechanic looked at it

Å Have recourse when dealing with a business

Å Cost may be higher

Å Usually better selection and better quality

Used Car Dealership:

Å Cost is usually lower

Å Typically sold with no warranty

Å Cars have lower quality

Private Party

Å If thereôs something wrong with it after you buy it, you may have to go to small 

claims court to get it resolved; then thereôs no guarantee youôll win

Å Usually costs less because of no overhead and no commission

Å No legal recourse to get your money back if thereôs a problem

Wise Car-Buying



Å Vehicles listed for sale may not be available. Scammers list nonexistent or 

stolen vehicles stating they need to sell them quickly because of divorce or 

being deployed. They then send you to websites that appear to be legitimate 

and have you wire money. Next thing you know ïthe money is gone and there 

is no vehicle.

** Scammers have been known to arrange for the transfer of the vehicle 

requiring a cash transaction, then rob the person when they show up.  Go

to the DMV where you will take possession of the car and transfer the title.

WIRING MONEY IS A RED FLAG THAT ITôS A SCAM!

Wise Car-Buying

Be Very Careful When Buying Vehicles Online

PROS CONS

You may find a great deal There is no recourse ïthe rule of thumb 

is ñbuyer bewareò.  Itôs sold as-is.

Craigslist is local, so you can check the 

vehicle out in person

Craigslist is known for scams *

There isnôt a commitment to purchaseon 

Craigslist

Safety is an issue ïalways meet in a 

public place and be careful about 

carrying large sums of cash **



Wise Car-Buying

QUESTIONS

COMMENTS



If you already shop on line, you will continue to do so. So, 

letôs be smart about it.

ÅLook for an on-line seal ïespecially the BBB Online seal which has the 

highest standards for on-line protection. 

OR

ÅGo to the BBB Military site www.military.bbb.org to investigate the 

businessô reputation and history.

ÅFind out the businessesô physical location to avoid scams from overseas 

and watch for P.O. Boxes.

ÅNever give out bank account or credit card info unless you are confident 

about the security of your information. Look for the padlock icon or 

https: (the ñsò means itôs secure).

Savvy On-Line Shopping



QUIZ

What is the best way to pay for an item on-line?

ÅPaying by credit card or via an on-line service like PayPal affords you 

protections under the Fair Credit Billing Act which means if there are billing 

errors, the credit card company can help withhold payment to a seller if you 

receive defective or poor quality goods. PayPal also adds an extra layer of 

security because the seller doesnôt see your credit information. 

ÅIf you are thinking about shopping on-line with a company, buy a small item 

first and see how it is handled before making another larger purchase.

Savvy On-Line Shopping



QUIZ

If you buy something or sign a contract, every state has a three-day 

cooling-off period that gives you three calendar days to change your 

mind?

False

Each state has separate cooling-off periods for various types of contracts. Do 

not assume that you can automatically cancel any contract (i.e. you canôt buy a 

car on Friday and drive it around all weekend and expect to take it back on 

Monday).

Savvy On-Line Shopping



Just because you trust the site doesnôt mean you can 

trust the advertisers selling on it.

ÅWith on-line auction sites such as eBay and Craigslist, know the site; 

educate yourself about the mechanics of the auction process.

Å Be aware of the companyôs refund and return policy before you place 

your order. Some merchants set a deadline for returns.  Some charge up to 

20% for a re-stocking fee.

Å Donôt assume a free 14-day trial starts the day you receive it, some less 

than reputable companies start it the day you order it. 

Å Make sure your anti-virus is up-to-date. Shopping online is only as secure 

as your computer.

Savvy On-Line Shopping



QUIZ

A safe way to pay for a big-ticket item at an online auction site is by 

using an escrow service?

False

ÅMany escrow services are a scam, but a reliable escrow service can protect 

you when making a larger purchase, so check a potential escrow service 

with the BBB.

ÅPrint descriptions and photos of what you purchase because the BBB gets 

many complaints from buyers about poor quality.

ÅDoes the site have poor grammar, misspellings or lots of typos? That is 

typically a sign that the site is phony. 

Savvy On-Line Shopping



Savvy On-line Shopping

QUESTIONS

COMMENTS



What is identity theft?

ID Theft happens when someone applies for a new card in your name, 

establishes a bank account, uses your card or uses your personal 

information for illegitimate purposes.

Avoiding Identity Theft

òYour money or 
your life!ó

Identity thieves are really 

only after two things ï

your money or your 

identity.



QUIZ

Credit card fraud occurs most often when:

A. the credit card is lost or stolen

B. the credit card is still in the ownerôs possession

Credit card fraud occurs most often when you still have your card.  65% of 

misused cards were NOT lost or stolen.

Who are candidates for identity theft?

ÅNew credit consumers with unblemished credit records

ÅAnyone

ÅInternet users

ÅChildren 

Avoiding Identity Theft



QUIZ

Identity theft involves someone you know (friend, 

roommate, neighbor or relative):

A. Less than 5% of the time

B. 23% of the time

C. 43% of the time

D. 78% of the time

C. 43% of all cases of ID theft involved family members, relatives, 

neighbors and friends, according to the Javelin Strategy and Research 

2008 Identity Theft Fraud Survey.

Avoiding Identity Theft



QUIZ

Phishing is when you receive an unsolicited email asking 

you to verify your credit or banking account information.

True

ñPhishingò, is an internet scam which pretends to alert you to some 

difficulty with one of your accounts and gets personal information they then 

use to ñstealò your identity.

Avoiding Identity Theft



What Does a Phishing Email Look Like?

Dear Mountain West Bank Member,

During our regularly scheduled accounts maintenance and check procedures, we have detected a 

slight error regarding your Online Account.

This might be due to one of the following reasons:

1. A recent change in your personal information ( i.e. address changing )

2. Submitting invalid information during the initial sign up process.

3. Multiple failed logins in your personal account.

4. An inability to accurately verify your selected option of payment due to an internal error within our 

system.

Please update and verify your information by clicking the following link:

XXXXXXXX(Link here removed for safety)

* If your account is not updated within 48 hours then your ability to access your account will be 

restricted.

Best Regards,

Security & Maintenance Department

.

Avoiding Identity Theft



How do you know if you have been a victim of identity theft?

ÅUnexpected phone calls from creditors

ÅUnexplained charges on credit cards

ÅGetting turned down for credit

ÅYour automobile is repossessed

ÅThe police contact you

ÅATM PINS stop working

ÅOnline usernames and passwords stop working 

ÅMissing bills

ÅStrange information in your files (Use your middle name or initial to 

distinguish you from others)

Check your credit report at www.annualcreditreport.com to verify all 

accounts and information.
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How to protect yourself

ÅBefore disclosing personal information, ask why it is required and how it will be used.

ÅKeep PIN, SS# and other personal identifiers secret.

ÅDo NOT share passwords or personal information with strangers.

ÅDo NOT carry SS card or other personal information in your wallet.

ÅOnly carry a credit card or check book if you plan to use it.

ÅKeep birth certificates, SS cards, bank account info, and credit cards in secure 

locations.

ÅGreat info at www.onguardonline.gov 

BUT WAIT!  THEREôS MOREééé 
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How to protect yourself

ÅOn the internet and on the telephone, be wary of unsolicited ads and offers 

requiring personal information.

ÅCheck your credit report on an annual basis. (First annual check from each 

reporting agency is free, $9.00 thereafter.)

ÅShred all mail (donôt just tear up) ïsee handout. 

ÅDo NOT give out SS#.

ÅSecure your home computer with a firewall.

ÅDo not use the same password for all accounts.

ÅCheck bank statements after online purchases.

ÅBalance your bank accounts ïyour ATM slip may not be your balance.

Thieves only need your name and birth date to steal your identity!
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How can you protect yourself when youôre deployed?

Thieves will go thru your mail, pull out promotional credit card 

offers, apply for them in your name, change the address so you 

donôt know theyôve done it, then run up bills in your name.

SOéé..
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